
1 A Short Introduction to Measure Theory

When dealing with oracles, it is often useful to be able to pick them at random
according to some distribution.

Unfortunately, picking oracles at random requires basics of measure theory. Since
many computer scientists do not know measure theory, we provide an introduction
here which is specialized for the setting of random oracles.

We note first that we can identify functions (and thus oracles) N : {0, 1}∗ →
{0, 1} uniquely with their truth table s ∈ {0, 1}∞, i.e., with the infinite bitstring
s = N(λ) ◦ N(0) ◦ N(1) ◦ N(00) ◦ N(01) ◦ N(10) ◦ N(11) ◦ N(000) . . .. Thus, every-
thing we do in this section can be either done for bitstrings or oracles; we choose
the language of infinite bitstrings. In case the oracle N maps n-bit strings to n-bit
strings, this identification is of course also possible.

1.1 Overall plan

In applications, one typically has a certain distribution over bitstrings in mind, and
would like to infer the probabilities of certain events. For example, we might pick
an infinite bitstring uniformly at random (i.e., pick the bits i.i.d. uniformly at ran-
dom), and then compute the probability that some fixed algorithm which has access
to the corresponding oracle has runtime (say) 10n2.

In order to specify the uniform distribution U on infinite bitstrings formally, in-
tuitively it seems that it should suffice to say

∀t ∈ {0, 1}∗ : Pr
s←U

[The first |t| bits of s equal t] = 2−|t|.(1.1)

A probability we then want to find equals Prs←U [s ∈ A] for some (possibly com-
plicated) set A.

Thus, when we do probability calculations, we typically know Pr[s ∈ A] for
some sets A, while we would like to figure out Pr[s ∈ A′] for other sets A′. To do
computations, we therefore require rules how these quantities connect.

To shorten notation, we will write p(A) instead of Pr[s ∈ A] henceforth.

1.2 The Kolmogorov axioms

Kolmogorov gave the following list of axioms which each probability distribution
must satisfy. One use of them is to infer p(A′) of some sets, given p(A) for others.
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Another is to see whether a given set of probabilities p(A) is “reasonable”.

∀A : p(A) ≥ 0(K1)
p({0, 1}∞) = 1(K2)

∀A0, . . . ,An−1 : p(A0 ∪ · · · ∪ An−1) =
n−1

∑
i=0

p
(
Ai \ (A0 ∪ · · · ∪ Ai−1)

)
(K3a)

∀{Ai}i∈N : p
(⋃

i∈N

Ai

)
= lim

n→∞
p(A0 ∪ · · · ∪ An−1)(K3b)

Often, axioms (K3a) and (K3b) are stated as a single axiom, but we prefer to split
them. The benefit we get is that only (K3b) considers infinite sequences of sets.

Before we discuss the somewhat tricky (K3b), we make a few observations. First,
we see that (K3a) is implied by the statement that for all disjoint sets A and B we
have p(A ∪ B) = p(A) + p(B). We leave the (easy) proof to the reader. Similarly,
one can show that p(A ∪ B) = p(A) + p(B) − p(A ∩ B), which we also leave
as an exercise. Second, we observe that (K1) to (K3a) imply 1 = p({0, 1}∞) =
p(A) + p({0, 1}∞ \ A), and so p(A) ∈ [0, 1] for all A.

Axiom (K3b) talks about infinite sequences of sets (A0,A1,A2,A3, . . .); we use
the notation {Ai}i∈N to denote such sequences. The set

⋃
i∈NAi is defined as⋃

i∈N Ai := {x|∃i ∈ N : x ∈ Ai} – note that this definition does not involve any
limits. The limit on the right hand side is well defined: the reader can check that by
(K1) to (K3a) the sequence (p(A0), p(A0 ∪A1), p(A0 ∪A1 ∪A2), . . .) is a sequence
of monotonically non-decreasing numbers in [0, 1].

1.3 Vitali sets – why not all sets have probabilities

Unfortunately, it turns out to be impossible to assign “interesting” values to p(A)
for all A, such that (K1) to (K3b) hold. We next provide an example of this phe-
nomenon.

For this, given a bitstring w and a set A we let A⊕ w = {s⊕ w|s ∈ A}.

Theorem 1.1 (Vitali theorem). There is no way to assign values p(A) for every A ⊆
{0, 1}∞ such that (K1) to (K3b) are satisfied, and additionally p(A⊕ w) = p(A) for all
w ∈ {0, 1}∞ and all A ⊆ {0, 1}∞.

Of course, a uniform distribution on bitstrings should satisfy p(A ⊕ w) = p(A).
Thus, intuitively the theorem tells us that there is no uniform distribution!
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Proof. Call two infinite bitstrings s and t almost everywhere equivalent, s
a.e.≡ t if

the number of positions in which they differ is finite. Let Ã be a set of bitstrings1

such that for any bitstring s there exists exactly one t ∈ Ã with s
a.e.≡ t. Let further

W := {w|w has finitely many 1’s}. The set W is clearly countable, and so we can
assume that we have an enumeration andW = {w0, w1, w2, . . .} = {wi|i ∈N}.

We see that

{0, 1}∞ =
⋃

wi∈W
Ã ⊕ wi ,(1.2)

because for every bitstring s ∈ {0, 1}∞ there is t ∈ Ã such that t differs from s only
in finitely many positions, and so t⊕ s ∈ W . Furthermore, the sets Ã ⊕ wi on the
right hand side of (1.2) must be disjoint: otherwise we would have si⊕wi = sj⊕wj,
for si, sj ∈ Ã, wi 6= wj ∈ W , but then si and sj = si ⊕ (wi ⊕ wj) differ in finitely
many positions, which contradicts the definition of Ã.

Thus, if a set of values p(A) satisfies (K1) to (K3b) we can write

1
(K2)
= p({0, 1}∞) = p

(⋃
i∈N

Ã ⊕ wi

)
(1.3)

(K3b)
= lim

n→∞
p
(
(Ã ⊕ w0) ∪ · · · ∪ (Ã ⊕ wn−1)

)
(K3a)
= lim

n→∞

n−1

∑
i=0

p(Ã ⊕ wi)

= lim
n→∞

n−1

∑
i=0

p(Ã) = lim
n→∞

n · p(Ã) .

However, limn→∞ n · p(Ã) cannot be 1.

In mathematical literature, Theorem 1.1 is usually given for the uniform distribu-
tion (called the Lebesgue measure) over the set [0, 1] of reals; in this case the set
corresponding to Ã is a “Vitali-Set”.

1.4 Measurable sets and the extension theorem

Of course, we sometimes need to argue about uniform probability distributions.
Unfortunately, the Kolmogorov axioms (K1) to (K3b) are too important to give up.

The solution is that we do not define p(A) for every set A ⊆ {0, 1}∞. Instead, we
only define it for some sets.

1The set Ã exists by the famous axiom of choice. Without the axiom of choice, Theorem 1.1 cannot be
proven anymore.
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First, we call a setA ⊆ {0, 1}∞ finitely defined if membership inA is determined
by a finite number of positions of the bitstring. We then call the family of finitely
defined sets Ffin. Formally, we set

Ffin := {A ⊆ {0, 1}∞ | ∃n, F ⊆ {0, 1}n : x ∈ A ⇐⇒ (x0 ◦ · · · ◦ xn−1) ∈ F}

where x = x0 ◦ x1 ◦ x2 ◦ . . . , so that x0, . . . , xn−1 are the first n bits of x.

Theorem 1.2 (Carathéodory’s extension theorem for bitstrings). Suppose that for ev-
ery A ∈ Ffin we are given a real number p(A) ∈ [0, 1], such that the collection satisfies
(K1) to (K3a).

There exists a family F of sets with Ffin ⊆ F and an extension of the numbers p(A) to
all elements of F , such that the p(A) satisfy (K1) to (K3b).

In particular, if all sets of a sequence {Ai}i∈N are in F , then the set
⋃

i∈NAi is again
in F . Analogously, ifA is in F , then {0, 1}∞ \A is in F . De Morgan’s law of course
implies that then then set

⋂
i∈NAi is also in F .

Language used We quickly explain the language which mathematicians use in
this context. At the same time we promise that we will only use this language in
the proof of Theorem 1.2

A non-empty collection F of subsets of a set X is an algebra if A ∈ F and B ∈ F
implies both (A ∪ B) ∈ F and (X \ A) ∈ F . For example, our family Ffin is an
algebra over {0, 1}∞.

An algebra F is a σ-algebra, if for every collection {Ai}i∈N with Ai ∈ F we have
(
⋃

i∈NAi) ∈ F . The family F which is produced by Theorem 1.2 is a σ-algebra.
The collection Ffin is not a σ-algebra, because the set containing only 0∞ which can
be written as the intersection of elements from Ffin is not in Ffin.

A measure µ is a function from a σ-algebra F to R ∪ {∞} which satisfies (K1),
(K3a), and (K3b) (where one sets x + ∞ = ∞ + x = ∞). A probability measure p
is a measure which additionally satisfies (K2). We restrict ourselves to probability
measures over {0, 1}∞ here, which makes some results a bit simpler to prove.

Interpretation By Theorem 1.2 we only need to define p(A) consistently for the
finitely defined sets A. We can then assume that (K3b) holds for arbitrary sets Ai
which can be obtained by taking countably many unions or countably many inter-
sections of finitely defined sets – or even sets obtained previously in such a way.

Thus, if we have a distribution in mind and we want to make it mathematically
sound, it suffices to specify

Pr
s
[The first k bits of s equal s∗](1.4)
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for every k ∈N and every s∗ ∈ {0, 1}k in a way respecting (K1) to (K3a). This will of
course define Pr[s ∈ A] for any finitely defined A, and we can apply Theorem 1.2.
This gives a familyF for which we can freely use (K1) to (K3b) to compute p(A) for
each A that we can write as the countable union (or intersection, by De Morgan’s
law) of sets whose probabilities we already know.

For example, the uniform distribution over bitstrings can be specified by (1.1),
which obviously satisfies (K1) to (K3b).

1.5 Proof of Theorem 1.2

In order to prove Theorem 1.2, we first define the new probability measure p∗. We
later show that p∗ agrees with p on elements of Ffin.

Definition 1.3. We set

p∗(A) := inf
C0,C1,...∈Ffin
A⊆(⋃∞

i=0 Ci)

lim
n→∞

p(C0 ∪ · · · ∪ Cn−1) ,(1.5)

In words: to find p∗(A), one should find a collection {Ci}i∈N of sets from Ffin
whose union covers A. One then considers which p should have for the union of
the Ci as suggested by formula (K3b). Finally, the infimum over all such possibilities
gives p∗(A).

We remark that we define p∗ for every subset A ⊆ {0, 1}∞. Of course we cannot
expect p∗ to always satisfy (K1) to (K3b).

As an example, we consider

B = {s ◦ 0∞ | s is finite length bitstring} .(1.6)

We encourage the reader to show for the uniform distribution as specified by (1.1),
then p∗(B) = 0. We remark that B is an interesting example. In particular, it
showes that the definition of p∗(A) does not remain the same if one only considers
coverings with finitely many sets.

The next lemma shows that p∗ is subadditive.

Lemma 1.4. Whenever {Ai}i∈N cover A (i.e., A ⊆ ⋃i∈NAi) we have

p∗(A) ≤ ∑
i∈N

p∗(Ai)(1.7)

We recall that ∑n∈N an is defined as limn→∞ ∑n
i=0 ai.
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Proof. Let ε > 0. For every i ∈ N, let (Ci,0, Ci,1, Ci,2, . . .) be a sequence which covers
Ai and furthermore satisfies limn→∞(Ci,0 ∪ · · · ∪ Ci,n−1) ≤ p∗(Ai) + ε/2i.

The sequence (C0,0, C1,0, C0,1, C2,0, . . .) then covers A, and for every m, n ∈ N we
have that p(C0,0 ∪ · · · ∪ Cm,n) is smaller than 2ε + ∑i∈N p∗(Ai). Thus, the limit is at
most ∑i∈N p∗(Ai) + 2ε, and so the infimum can be at most ∑i∈N p∗(Ai).

Of course, Lemma 1.4 implies that p∗(A1 ∪A2) ≤ p∗(A1) + p∗(A2), as we can set
some of the Ai to be the empty set.

In general, the left hand side of (1.7) may be strictly smaller than the right hand
side, even when the Ai are a disjoint union of A (for examples for sets which arise
in the proof of Theorem 1.1).

Our next goal is to show that p(A) = p∗(A) for all sets in Ffin. For this, we first
need a statement on infinite bitstrings.

Lemma 1.5. Let {Ci}i∈N be a sequence of sets from Ffin. Assume that
⋂

i∈N Ci = ∅.
Then, there exists n ∈N such that

⋂n−1
i=0 Ci = ∅.

Proof. We assume otherwise and construct a string s which is in
⋂∞

i=0 Ci. For a finite
length string s∗ we define

S(s∗) = {s ∈ {0, 1}∞ | s starts with s∗} .(1.8)

We first show that for every m ∈N there is a sequence of bits s0, . . . , sm−1 such that
for every m ∈ N the set S(s0 ◦ · · · ◦ sm−1) has non-empty intersection with every
finite subsequence of the Ci. In formulas:

∀m ∈N : ∃s0, . . . , sm−1 : ∀n ∈N :(1.9)
S(s0 ◦ · · · ◦ sm−1) ∩ C0 ∩ C1 ∩ · · · ∩ Cn−1 6= ∅

We prove (1.9) by induction on m. It holds for m = 0 by our assumption. Given a
sequence s∗ = s0 ◦ · · · ◦ sm−1 of bits which satisfy this, either S(s∗ ◦ 0) or S(s∗ ◦ 1)
will also have non-empty intersection with

⋂n
i=0 Ci for all n (otherwise, if

⋂n0
i=0 Ci has

empty intersection with S(s∗ ◦ 0), and analogously
⋂n1

i=0 Ci has empty intersection

with S(s∗ ◦ 1), then
⋂max(n0,n1)

i=0 Ci has empty intersection with S(s∗)).
In fact, this inductive proof shows that the sequence (s0, s1, . . .) can be extended

one by one. Thus, we define the (infinitely long string) s∗ by defining its jth position
as sj in the above sequence. Because the Ci are finitely defined, s∗ will be in Ci for
every i ∈N. Therefore it is in

⋂
i∈N Ci = {s|∀i : s ∈ Ci}.

Corollary 1.6. Let {Ci}i≥0 = (C0, C1, . . .) be a sequence of sets, Ci ∈ Ffin, and A =

(
⋃

i∈N Ci) ∈ Ffin. Then there exists n ∈N such that A =
⋃n−1

i=0 Ci.
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Proof. Apply Lemma 1.5 on the sets A \ Ci.

Lemma 1.7. For A ∈ Ffin we have p(A) = p∗(A).
Proof. Clearly, p∗(A) ≤ p(A) by the sequence C0 = A, ∅ = C1 = C2 = C3 = . . . .

Suppose that {Ci}i∈N is a sequence of sets inFfin which coversA. We can assume
that Ci ⊆ A, as otherwise we can replace Ci with Ci ∩A: this can not increase p∗ by
(K3a) and (K1). Then, by Corollary 1.6 there exists n such that A = C0 ∪ · · · ∪ Cn−1.
This implies that for all n′ ≥ n we have C0 ∪ · · · ∪ Cn′−1 = A, and we get the result
by (K3a).

We next define the family F of measurable sets. For this, we let A = {0, 1}∞ \ A
be the complement ofA. A setA is measurable if for every B we have p∗(B ∩A) +
p∗(B ∩ A) = p∗(B) (a somewhat strange definition at first, which turns out to be
very elegant).

Definition 1.8. The collection F is

F := {A ⊆ {0, 1}∞|∀B ⊆ {0, 1}∞ : p∗(B) = p∗(B ∩A) + p∗(B ∩A)} .(1.10)

For example, the reader can check that p∗(A) = 0 implies A ∈ F .

Lemma 1.9. Ffin ⊆ F .

Proof. Due to Lemma 1.4 it suffices to show that for A ∈ Ffin and arbitrary B we
have

p∗(B) ≥ p∗(B ∩A) + p∗(B ∩A)(1.11)

To prove this, suppose a sequence {Ci}i∈N covers B. Then the two sequences {Ci ∩
A}i∈N and {Ci ∩A}i∈N cover B ∩A and B ∩A, respectively. Furthemore

p(C0 ∪ . . . ∪ Cn−1) = p(A∩ (C0 ∪ . . . ∪ Cn−1)) + p(A∩ (C0 ∪ . . . ∪ Cn−1))

so that the two limits in the definition of p∗(B ∩ A) and p∗(B ∩ A) add up to the
limit in the definition of p∗(B).
Lemma 1.10. The collection F is an algebra.

Proof. The definition of F immediately implies that from A ∈ F we get A ∈ F .
If A1,A2 ∈ F , then A1 ∪A2 ∈ F , since for every B ⊆ {0, 1}∞ we have

p∗(B) = p∗(B ∩A1) + p∗(B ∩A1)

= p∗(B ∩A1) + p∗(B ∩A1 ∩A2) + p∗(B ∩A1 ∩A2)

= p∗(B ∩A1) + p∗(B ∩A1 ∩A2) + p∗(B ∩ (A1 ∪A2))(1.12)

= p∗(B ∩ (A1 ∪A2) ∩A1)+p∗(B ∩ (A1 ∪A2) ∩A1)+p∗(B ∩ (A1 ∪A2))

= p∗(B ∩ (A1 ∪A2)) + p∗(B ∩ (A1 ∪A2)) .(1.13)
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Lemma 1.11. Let {Ai}i∈N be a sequence of sets from F , such that Ai ∩ Aj 6= ∅ for all
i 6= j. Let A =

⋃
i∈NAi. Then, A ∈ F and p∗(A) = ∑n∈N p∗(An).

Since theAi are pairwise disjoint, the statement of the result is just a restatement of
(K3a) and (K3b) for p∗.

Proof. Let B be an arbitrary set. By the equality of lines (1.12) and (1.13), if A1 and
A2 are disjoint and from F we have:

p∗(B ∩ (A1 ∪A2)) = p∗(B ∩A1) + p∗(B ∩A2) .

Hence, if we define Ei := A0 ∪ · · · ∪ Ai we have by induction

p∗(B ∩ En) =
n

∑
i=0

p∗(B ∩Ai) .(1.14)

Using this together with the fact that for every n we have B ∩ A ⊆ B ∩ En we see
that for every n ∈N

p∗(B ∩A) +
n

∑
i=0

p∗(B ∩Ai) ≤ p∗(B ∩ En) + p∗(B ∩ En) = p(B∗) .

Because this holds for every n it also holds if we let n→ ∞:

p∗(B ∩A) + ∑
i∈N

p∗(B ∩Ai) ≤ p∗(B) .(1.15)

We can now write (the first and second inequality are by Lemma 1.4, and the last
one is again (1.15)):

p∗(B) ≤ p∗(B ∩A) + p∗(B ∩A) ≤ p∗(B ∩A) + ∑
i∈N

p∗(B ∩Ai) ≤ p∗(B) .

Therefore,A ∈ F . Furthermore, if we setB = A this gives p∗(A) = ∑n∈N p∗(An).

Combining Lemmas 1.7 and 1.11 finishes the proof of Theorem 1.2 (note that we
can always set A′i = Ai \ (A0 ∪ · · · ∪ Ai−1) to make sets pairwise disjoint).

1.6 The Borel-Cantelli Lemma

Theorem 1.12 (Borel–Cantelli lemma). Let {Ei}i∈N be a sequence of events for which
∑i∈N Pr[Ei] converges. Then, the probability that infinitely many Ei happen is zero, i.e.,

Pr[∀i∃j > i : Ej] = 0(1.16)
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Proof. Recall that an event is just a set, i.e., Ei is the subset of the probability space
(which, for us is the bitstrings) for which the event happens. Then, for every m ∈N

we have

Pr[∀i∃j > i : Ej] = Pr[
⋂

i∈N

∞⋃
j=i

Ej] ≤ Pr[
∞⋃

j=m
Ej](1.17)

since the event in the last probability is a superset of the one before. Now,

Pr[
∞⋃

j=m
Ej]

(K3b)
= lim

j→∞
Pr[Em ∪ · · · ∪ Ej] ≤ lim

j→∞

j

∑
i=m

Pr[Ei] =
∞

∑
i=m

Pr[Ei](1.18)

Because ∑∞
i=0 Pr[Ei] converges, this last sum will be arbitrarily small when we choose

a large enough m.

2 A Random Permutation is One-Way

We next would like to pick a random permutation, i.e., a random bijection, for
every n. This will give a family { fn : {0, 1}n → {0, 1}n}n≥0. In order to make this
mathematically formal, by the previous sections it suffices to map such a family to
a bitstring (easy: take the concatenation of the truth tables) and then specify the
probability for each finite prefix. We simply say that for every n and every fixed
g : {0, 1}n → {0, 1}n:

Pr
fn
[ fn ≡ g] =

{
1

2n ! if g is a bijection
0 otherwise.

(2.1)

We then add that the fn for different n are independent, and we have specified the
distribution for every fixed prefix.

Let us now first study the case of a fixed input length n.

Lemma 2.1. Suppose that an oracle algorithm A( f ) makes at most q queries to f : {0, 1}n →
{0, 1}n. Pick f as a uniform bijection from {0, 1}n to {0, 1}n. Then,

Pr
x0, f

[A( f )( f (x0)) = x0] ≤
2q
2n .(2.2)

Proof. Without loss of generality we assume that A queries f on the element it out-
puts.
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Consider the following random experiment. Pick the permutation f , the random
element x0, x∗ ∈ {0, 1}n and define the two functions f ∗ and g as

f ∗(x) =

{
f (x0) if x = x∗

f (x) otherwise
and g(x) =


f (x0) if x = x∗

f (x∗) if x = x0

f (x) otherwise
(2.3)

Unless x∗ happens to be x0, the function f ∗ is not a permutation. We will use that
the tuple ( f , x0, x∗, f ∗) has the same distribution as the tuple (g, x∗, x0, f ∗).

Suppose that A( f )( f (x0)) = x0. Because A queries its output in the end, at least
one query answer (q.a.) of the oracle differs in the execution A(g)( f (x0)) when
compared to the execution in A( f )( f (x0)). Thus,

Pr
x0, f

[A( f )( f (x0)) = x0] ≤ Pr
f ,x0,x∗

[The q.a. in A( f )( f (x0)) and A( f ∗)( f (x0)) differ]

+ Pr
f ,x0,x∗

[The q.a. in A(g)( f (x0)) and A( f ∗)( f (x0)) differ]

Since f (x0) = g(x∗) we have

Pr
f ,x0,x∗

[The q.a. in A(g)( f (x0)) and A( f ∗)( f (x0)) differ]

= Pr
g,x∗ ,x0

[The q.a. in A(g)(g(x∗)) and A( f ∗)(g(x∗)) differ]

Therefore,

Pr
x0, f

[A( f )( f (x0)) = x0] ≤ 2 Pr
f ,x0,x∗

[The q.a. in A( f )( f (x0)) and A( f ∗)( f (x0)) differ]

Since in that last experiment x∗ is picked independently of anything which happens
in A( f )( f (x0)) it is at most q

2n .

Note that we can allow A to have access to a “subroutine” which has the property
that it behaves the same w.h.p. under f and f ∗. This holds even if the subroutine
makes exponentially many queries to f . As an exercise, the reader can come up
with such a subroutine which finds collisions in efficient oracle functions g( f ) :
{0, 1}m+1 → {0, 1}m.

Lemma 2.2. Fix a polynomial time algorithm A and c. The probability of the event

EA,c :≡ A inverts { fn}n∈N on infinitely many lengths n with probability at least n−c
(2.4)

is 0.
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Proof. Let n be large enough so that A makes fewer than 2n/2 queries. Pick a func-
tion family f at random. It is unlikely that we pick f for which A has higher than
n−c probability in inverting. In fact, Markov’s inequality and Lemma 2.1 shows
that the probability is at most 2 · 2−n/2nc � n−2 for large enough n. Thus, by the
Borel-Cantelli Lemma, the probability that this happens infinitely often is 0.

Finally, we note that

Pr
f

[
∃poly-time A, c ∈N : f ∈ EA,c] = Pr[ f ∈

⋃
A

⋃
c

EA,c]

≤∑
A

∑
c

Pr[ f ∈ EA,c] = 0
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